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Clean Energy Package as adopted in EnC

 Governance Regulation* - REGULATION (EU) 2018/1999 of 11 December 2018 on the Governance of the Energy 

Union and Climate Action, amending Regulations (EC) No 663/2009 and (EC) No 715/2009, Directives 94/22/EC, 

98/70/EC, 2009/31/EC, 2009/73/EC, 2010/31/EU, 2012/27/EU and 2013/30/EU Directives 2009/119/EC and (EU) 2015/652 

and repealing Regulation (EU) No 525/2013

 Electricity Directive* - DIRECTIVE (EU) 2019/944 of 5 June 2019 on common rules for the internal market for 

electricity

 (Electricity Regulation*) - REGULATION (EU) 2019/943 of 5 June 2019 on the internal market for electricity

 Risk Preparedness Regulation** - REGULATION (EU) 2019/941 of 5 June 2019 on risk-preparedness in the 

electricity sector and repealing Directive 2005/89/EC

Proposal for MC 2022

EnC - Clean Energy Package and cybersecurity

* Indirect relevance for cybersecurity (reporting)

** https://www.energy-community.org/dam/jcr:fafd34a1-3e1f-48a7-a8fb-074c8c1fd81a/REGULATION_EU_2019-941.pdf



 SoS Coordinatuion Group (PA 2008/02/MC-EnC, PA 2021/03/MC-EnC) - assuming the role of ECG (EU) 

 Risk managemnet

▫ Risk assessment - cybersecurity risks

- Methodology – same as applied by the EU Member States 

- Regional crisis scenarios                  National crisis scenarios – cybersecurity scenarios

▫ Risk Preparedness Plans – national and regional / bilateral measures – cybersecurity measures

▫ Reporting on the risk preparedness plans

- Art. 12(2) - …at least eight months before the deadline for the adoption or the updating of the risk-

preparedness plan, the competent authorities shall report on the agreements reached to the Security of Supply 

Coordination Group

EnC – Risk Preparedness Regulation and cybersecurity

Identification of 

regional electricity 
crisis scenarios

By end of June 2022

Identification of 

national electricity 
crisis scenarios

By end of October 2022

Draft Risk Preparedness 

Plans submitted

By 5 April 2024

Risk Preparedness Plans 

adopted and 

published

By 5 January 2025
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 Crisis managemnet

▫ Early warning (declaration of electricity crisis) – cybersecurity threats

▫ Measures set out in the risk-preparedness plan – cybersecurity included

▫ Cooperation and assistance among the Contracting Parties – cybersecurity events included

- regional or bilateral mechanisms that have been agreed (technical, legal and financial arrangements)

- fair compensation criteria, compliance with the market rules (conditions)

▫ Ex-post (crisis) evaluation report

- Art 17(1) - As soon as possible and in any event three months after the end of an electricity crisis, the 

competent authority of the Contracting Party that declared the electricity crisis shall provide the Security of 

Supply Coordination Group and the Energy Community Secretariat with an ex post evaluation report, after 

having consulted the regulatory authority, where the regulatory authority is not the competent authority

 Monitoring by the SoS Coordination Group (CyberCG)

 Confidential information (special mechanisms reuired for cybersecurity)
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EnC – Risk Preparedness Regulation and cybersecurity



 Applied provisions from the EU acquis :

 on Electronic communications networks and services –
Directive   2002/21/EC

 on Critical Infrastructures Directive (identification / designation /

protection) – Directive 2008/114/EC

 on Security of network and information systems - NIS Directive –

Directive (EU) 2016/1148

 on European standardization in information security - Regulation No. 1025/2012/EU
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PA 2018/2/MC-EnC - Procedural Act on the establishment of CyberCG



 Tasks

 establish administrative and operational environment (focal points / liaison

officers)

 communicate information (reports / strategies / measures) and knowledge (training / research

and development / raising public awareness)

 Develop and apply EU-coherent methodologies for risk assessment / security

criteria / identification and designation of essential services and critical infrastructures,

 apply EU technical standards on information security and relevant technologies, 

 establish a CSIRTs network (security incidents and threats / capacity building / 
blueprint for cooperation and early warning / mutual assistance)

 facilitate cooperation with EU MSs 

 gaining observers’ status in ENISA (and EE-ISAC)
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MC-EnC Cybersecurity Procedural Act (reporting)



THANK YOU for your attention
simon.uzunov@energy.community.org

www.energy-community.org
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/EnergyCommunityTV


