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‘ Energy Community  CyberCG Work Plan 2020

Main areas (working groups)

Critical Energy Infrastructures / Essential Services
= Update on the State of affairs / recommendations / benchmark on the applied criteria (EnC) — update on the Study
= Common guidelines on the regional criteria for designation (ECS)
» Risk Preparedness Regulation (methodology) — (EC, ENTSO-e / ECS)

Legal framework (governance) — ECI Directive, NIS Directive
» Guidelines / roadmap for (early) implementation (ECS / TA)
= Cybersecurity Network Code (draft - EC)
= ECRB - application of technical standards for Cybersecurity (TOR — ECS / TA)

Energy Community ISAC (CSIRT network)
=  White Paper, ToR, roadmap (ECS)
= |Initial group of stakeholders (establishment) — (EnC)

Cybersecurity Academy
= Training seminars / workshops (ECS / TA)
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Energy Community  Cybersecurity Study — gap analysis

" Bosnia and ; " North Republic o "
Albania p Georgia Kosovo* Moldova Montenegro . PUGT f Ukraine
Herzegovina Macedonia Serbia
Critical Infrastructures Clidentification | o _ ° °
criteria status '
Electricity and Gas
Cl identification criteria status: Electricity and Gas:
ECI/EnCC| criteria established Electricity and Gas subsector included
. ECI/EnCCl criteria not established, Cl criteria established ; No information availible
Not estabished, process started
Not established, process not started
: Bosnia and g s North Republic o ;
Albania : Georgia Kosovo* Moldova Montenegro i PUOT f Ukraine
Herzegovina Macedonia Serbia
Cl designation [ : : j © @ @
Electricity and Gas
Cl designation: Electricity and Gas:
Designated, energy sector included Electricity and Gas subsector included
. Not designated, process started Not applicable, criteria not established
Not designated, process not started
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Essential services

4 | The Energy Community Secretariat

Energy Community  Cybersecurity Study — gap analysis

Albania

Bosnia and

. Georgia
Herzegovina g

Kosovo* Moldova Montenegro

North

Macedonia Serbia

Republicof Ukraine

CII/ES identification
criteria

Electricity

Gas

CII/ES identification criteria:

Criteria established,aligned with

Criteria not established, process
started

Criteria not established, process
not started

Electricity:

Electricity subsector included
. Electricity subsector not included,
inclusion process started

& No information availible

Gas:

Gas subsector included

Gas subsector not included,
inclusion process started

Gas subsector not included

No information availible

Albania

Bosnia and

. Georgia
Herzegovina 9

Kosovo*™ Moldova Montenegro

North

Macedonia Serbia

tepublicof Ukraine

CII/ES designation ®
Electricity

Gas

CII/ES designation:

Designated, energy sector not
included

Not designated, process started

Not designated, process not
started

Electricity:

Electricity subsector included

. Electricity operators not included,
process started
\ Not applicable, criteria not
g established

Gas:

Gas subsector included

Gas operators not included, process
started

Gas operators not included

Not applicable, criteria not
established
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‘ Energy Community  Energy Community ISAC

Establishment

Administrative & legal format
= An international association under the Austrian law — ToR, roadmap (ECS)
= Legal acts (AA), local legislation, enforcement, penalties
* Financing

Membership
= Members — criteria for participation, scope, restrictions
= Partners

Meetings and events
» Representatives
= Chairperson, Board
= Working groups, projects
* Role of the ECS
= Common projects (Working groups) on mutual domains of interest
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‘ Energy Community  Energy Community ISAC

Operation

Information sharing

Classification and restricted access (WHITE / GREEN / AMBER / RED )
Confidentiality memorandum (statement) — obligation for non-disclosure
Publication (transparency) — regulated and coordinated

Mutual assistance and activities

Exchange / analysis of sensitive information — direct added value, trusted environment

Sharing human capacity / cooperation within the CSERT community

Coordinated standards / best practices

Partnership relations - ISACs in other regions / sectors, EU associations / authorities, public sector
Common projects (Working groups) - mutual domains of interest

Publications, external events

Training

Forensic training sessions, education on risk assessment and remedies
Specific case analysis, security plans and training exercises
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