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https://www.weforum.org/reports/risk-snapshot-smart-
grids 
 

„Worldwide spending on the IoT is forecast to reach $1.2 trillion in 2020 - 
more than half of what the world is forecast to spend on defence ($2 trillion) 
and more than double the spend on digital advertising ($500 billion). 
Utilities rank fourth among the industries spending the most on this 
technology - but without securing these new technologies, the risks may 
make people question whether they outweigh the benefits.” 

„The cost of a cyberattack on the US smart power grid is estimated to be $1 
trillion – roughly eight times the cost of cleaning up the Fukushima nuclear 
disaster. „ 



Click to edit Master title style 

WORLD ECONOMIC FORUM - RISK SNAPSHOT: SMART GRIDS 
PAPER 

Overal threat landcape in 2019 

4 

https://www.weforum.org/reports/risk-snapshot-smart-
grids 
 



Click to edit Master title style 

WORLD ECONOMIC FORUM - RISK SNAPSHOT: SMART GRIDS 
PAPER 

Overal threat landcape in 2019 

5 
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„The U.S. has responded with a new strategy: 
rather than bringing in new technology and 
skills, it will use analog and manual technology 
to isolate the grid's most important control 
systems. This, the government says, will limit 
the reach of a catastrophic outage.” 

Forbes – 3rd of July 2019 
https://www.forbes.com/sites/kateoflahertyuk/2019/07/03/u-s-government-makes-surprise-move-
to-secure-power-grid-from-cyber-attacks/ 

 

„The North American Electric Reliability Corporation (NERC) reports that a cyberattack on the US power grid 
earlier this year was caused by a target entity's network perimeter firewall flaw. NERC says attackers exploited a 
vulnerability in the web interface of a vendor firewall, enabling attackers to repeatedly reboot the devices and 
cause a denial-of-service condition. The unexpected reboots let to communication outages in firewalls that 
controlled communication between the control center and multiple remote generation sites, and between 
equipment on these sites. All firewalls were network perimeter devices.” 
Source: Dark Reading 
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https://www.nerc.com/pa/CI/CIPOutreach/Pages/GridEx.aspx 

 

q  Vendor based risk (zero-day threats, design flaw) 
 
q  Technology based risk (legacy systems, lack of patching) 
 
q  Process based risk (bad incident handling)  
 
q  Cascading risk (vertical and horizontal, cross-country) 

q  EMP/CMI risk!  

NERC - US GridEx V 
„GridEx V will be held November 13-14, 2019. The 
exercise is designed for distributed play, coordinated 
locally by a designated asset owner and operator lead 
planner. An executive tabletop exercise (TTX) occurs 
concurrently and includes senior industry and 
government leaders.” 
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q  7th June 2019, the EU Cybersecurity Act was published in the 
Official Journal of the European Union and came into force on 
27th June 2019 

q  ENISA have a key role in setting up and maintaining the 
European cybersecurity certification framework (products, 
processes, services) 

 
q  ENISA is mandated to increase operational cooperation at EU 

level (national CSIRT secretariat,   
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https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=uriserv:OJ.L_.
2019.151.01.0015.01.ENG&toc=OJ:L:2019:151:TOC  
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https://www.enisa.europa.eu/news/enisa-news/call-for-expression-of-interest-for-the-first-ad-hoc-
working-group-on-cybersecurity-certification  

Following the entry into 
force of the Cybersecurity 
Act on 27 June 2019, the 
European Commission 
has requested ENISA to 
prepare a candidate 
cybersecurity certification 
scheme to serve as a 
successor to the existing 
SOG-IS Mutual 
Recognition Agreement.  
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https://www.enisa.europa.eu/topics/csirts-in-europe/csirts-network  

q  4th September 2019, ENISA publishes a report to guide 
incident response teams forming a community to choose 
secure communications solutions.  

q  The methodology presented could also be valid for other 
operational teams grouped in an information sharing and 
analysis centre (EE-ISAC) 

 
q  ENISA is tasked to actively support the CSIRTs cooperation, 

provide the secretariat and active support for incident 
coordination    
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As of July 2019 there are more than 414 incident response teams in Europe. 
 
This project on secure communication solutions has been conducted with a 
specific community and scenario in mind. This community could be a group of 
incident response teams forming a decentral community or an operational 
community grouped in an information sharing and analysis centre (ISAC). 
 
This model is that a community already have in place chat, encrypted email 
and a shared secure space on the web, where to share information. 
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Questions? 
 

  
 


