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ACE PR My lessons learned.....

® Trends linked to cybersecurity in the energy sector are unpredictable:
it is not easy (or almost impossible) to be prudent when all elements fluctuate
around an unreasonable level of risk.

® From today, let’s focus on investments for a “secure digitalisation”: let’s
stop talking of “digitalisation” and “cyber security” on two parallel rails: they
must converge to achieve a really prudent approach.

® Regulators shall stop now: try to assess status of plans, assess and
understand status of cybersecurity in the respective markets, assess
cybersecurity trends and cybersecurity priorities (in terms of “"measures”),
review objectives, talk to consumers and operators.

® Operators shall stop now: assess their own risks and the risks they may
create for others, re-assess costs of projects in a high demand time, make a
consistent evaluation of absolutely necessary priorities, focus on those
priorities (e.g. Cyber hygiene).

® Consumers shall sustain the markets, and thanks to the reduction of the
energy prices (at least in the case of Europe), will be more open to
understand (if they will be explained in the appropriate manner that
cybersecurity) that cybersecurity expense if not yet another “tax” but a well-
justified need.
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At the end of the pandemic I expect we will

® ...be more mature and more prudent in respect to the Cybersecurity
approach and the way it shall be tackled;

o ... be more aware of the need to act as a «system» without the need of
having prescriptive regulation, jut in the common interest;

o ..... be more cooperative and open to listen when the topic starts with the
world «cyber».

® ... be fully aware that there is no perfect and prudent plan in emergency,
but «prudence>» can and shall still be the «core» of good regulatory
efforts.

o .. understand that frameworks can give us a substantial help in setting-

up regulatory efforts, but during an emergency, prudence of investments
is also delegated to the individual responsibility of all actors taking
part to the life of the global energy community and of the grid (We
cannot rely on the Regulator only, but we rely on all of «Us» ).

® ...be aware that the grid is an essential (and not only a «critical»)
infrastructure, and we need all together be very prudent in investing
money in order to safeguard and defend (but not only) its underlying
cyber space.
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Thank you for your attention!

Please, share with me (us) your
feedback, reflections and
comments:

Stefano.BRACCO@acer.europa.eu

wwWw.acer.europa.eu
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