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EE-ISAC started from an EU project in 2013

European Energy ISAC (EE-ISAC) is the outcome of the EU funded
Distributed Energy Security Knowledge (DENSEK) project from DG
HOME, which had the objective of improving the cyber resilience of
the energy infrastructure (i.e. improving the cyber security of the
Smart Grid Energy Grid).

How: Three deliverables:
- Join forces at EU level; - European Energy Information Sharing
- Involving entire energy supply chain; and Analysis Center (EE-ISAC);

- Improving know-how and awareness - Digital Information Sharing Platform;

of all stakeholders.
Situational Awareness Network model.
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EE-ISAC Mission Statement

“to improve the resilience and security of the European energy
infrastructure. We do so through trust-based information sharing and
by enabling a joint effort for the analysis of threats, vulnerabilities,
incidents, solutions and opportunities. EE-ISAC offers a community of
communities to facilitate this proactive information sharing and
analysis, allowing its members to take their own effective measures.”
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Community of communities

Data and
information

Building
unified

sharing approaches

A CLOSED COMMUNITY WITH CIRCLES OF TRUST

Brought together to share information, views, knowledge
and initiatives
v' Cross-value chain
v" Cross-functional levels
v Communities formed based on needs /peer groups
v" Virtual as well as physical connection

Enhancing quick Shortening
response communication lines

segment
borders

Physical Virtual

Community Community
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EE-ISACin 2019
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MEMBERS EVENTS TASK FORCES
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EU/Public Bodies m g]]
o Event e EU Parliament + 1White Paper / 3 Webinars
Research Labs p Signed MoUs with Japan & Secure sharing on Vmoso
Use of MISP

a Academia 3 Open EE-ISAC Plenaries
US E-ISACs; EASE; KraftCERT
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Activities & Sharing Topics

Physical Info Digital Info Sharing Topics of
Sharing Community Community Information Sharing
(' Plenary meetings N (' Information requests / A KVuInerabiIities in OT \
¢ Community meetings push systems and critical assets
 Theme based meetings * Webinars * Threat/Risk analysis
( Open house meetings ) ( Whitepaper ) information

* Incidents

* Lessons learned / best
practices

 Alerts and
(patch)notifications

* Use of standards (ISO, IEC,
NIST, NERC etc.)

KResearch (H2020) topicy
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Three plenary EE-ISAC meetings per year

=) Confidentiality (TLP Protocol)
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Digital Information Sharing Platforms

Aﬁmgh! \
ﬂﬂhallenging > \/rn 0sS

5‘“"‘"“ =
" M sF‘
rhrestshane
>

J\\

Physical > Digital > Topics > E E'I SAE




Introduction Community Activities Contact 6 m16 6

VMmoso

Our sharing platform, powered by BroadVision, permits to share documents,
posts and chat among members and external peers
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CYBER SECURITY RISK

o Kulicke: C. —errm— - MANAGEMENT FOR DIGITALIZED
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Malware Information Sharing Platform

MISP is a de-facto standard:
* An efficient loC and database about malware samples, incidents & attackers

* Automatic correlation finding relationships between attributes & indicators

)

MISP

Threat Sharing
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Global collaboration with Japan & US

¥

Trilateral

MoU EE-ISAC
October 17 Eua:%
2018
Las Vegas
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Global & Cross sector collaboration
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Global & Cross sector collaboration

o Cyber

Improved — = (yber = mau

Situational Threat

Awareness Information
'//‘l/'\\\\ Financial MarketN etwo r k

+ NIS D Annex /‘/

I i
. OES L Energy ol Banking
+ Sectoral \

Linkagesto Gas A y

. Maritime

ENISA&CTI

Rail

Water Attomotive
Aviation

INTER EU ISAC group

> Digital > Topics > E E'I SA:

Physical




Webinars

ENISA organizes webinars and collect surveys with the * x
members to select the webinar topics. Past webinars x x
were planned according to the following list of * *

preferences: x en’sa

* Secure Substation — Siemens %
* Asset inventory for ICS-SCADA - PAS ICS cybersecurity

e Securing the human element - how to prepare your
organization against phishing attacks - CERT PSE

* Best build-up SOC for utilities — RambiCo

Building Automation Systems - Forescout

Physical > Digital > Topics > E E'I SA:

* Discovering and Defending Against Vulnerabilities in m
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White Papers

Cyber Security Risk Management for Digitalized l
Energy Systems: Challenges & Solutions

Massimo Rocca, Stefan Schauer, Paul Smith, Reinder Wolthuis (2018)

The challenges and solutions of cyber security risk managementfor digitalised EE-ISAC
energy systems are presented and discussed in EE-ISAC's white paper (2018).

' CYBER SECURITY RISK MANAGEMENT
Developed by mer.'nbers w.ho EIrF_t le‘?ld researc.hers selecte.d from academia and £ OR DG ITALLZED ENERGY SYSTEMS:
the sector’s solution providers, it gives an ultimate overview of standards and CHALLENGES AND SOLUTIONS

methodologies and that can be taken as the cutting edge for experts who are

designing advanced threat identification and analysis in their companies. The

tools and methods described here can offer a useful vision to work towards and e
contribute to more effective management of risks for the energy sector.

Read the full report here!
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White Papers
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Developing Novel Solutions to Realise the EE-ISAC

Rafal Leszczyna, Tania Wallis, Michal R. Wrobel (2019)

For more effective decision making in preparation for and response to cyber-
events in the energy sector, multilevel situation awareness, from technical to
strategic is essential. With an uncertain picture of evolving threats, sharing of
the latest cybersecurity knowledge among all sector stakeholders can inform
and improve decisions and responses. This paper describes two novel solutions
proposed during the formation of the EE-ISAC to build situation awareness and
support information sharing. The development of EE-ISAC towards regular
information sharing among members is described. This demonstrates the
foundations achieved so far upon which a situation awareness network can be
built for the energy sector.

Read the full report here!
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Sharing Incident Topics

During past Plenaries, members shared reports and analysis on
the following incidents:

 WannaCry/NotPetya

0

4
0 o
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e CrashOverride/Industroyer
* RSA/Infineon

* Triton

* Meltdown/Spectre

* Intel AMT

Physical > Digital > Topics > E E-I SA:




Analysis of Standards

EE-ISAC ran an in-depth analysis of IEC 62351 Standard

Security means defined:
IEC &2251-1: Introcuction
[ECOONTnS ThSE Zicer ey Authentication and authorization (RBAC)

|EC EB=70-5-104 & DNF3

IEC 618450-8-1 GOREET 28V
| IECE2351-11: Sscurity for EML Files

|EC EZ351-3; Profiles nchuding TCRIF

Secure IP- based and serial communication

IEC 523514 Profilas Incluchng MM S and slmllar Payloads | 1EC 62351-7: Objects fur Network Mamapement I

IEC 62251-6: IEC 61050 Profiles

IEG TCST Pawer System
Communlcation Standards

| |EC 2351-2:Key Managermenl I

|EC §2351-52 IEC £087T0-5 and Derlvales /l |EC 62351-8: Rola hased Access Contral I Secu re a ppI ication IeVeI excha nges

Security monitoring and event logging

| |EC 62351-14: Cyber Sscurity Evant Logging I

IEC 2351108 Contrmonce Tt IEC R0 RAC Guldelines Test case definition
A1: Forus oo lEC B2A5-5 + |EC &NE7 114 IECEZ1%1 807 Danp Packat Inspectian
3 Fous o IEC 823613 IEE 62151811 Convergert TIOT Systams Securty Moiorin Guldelines Guidelines for applying specific security measures
-4 Focus on IEC 623514 IEC 6Z351-10: Securily architecture guidelines for TC 57 syslems
5 Fous on G 523515 156 3233147 Resllcncn and Seciy T by utilizing or profiling

IEC 62251 -13: Wheat Security Topics Should Be Covered in Standards and Specificatians

existing standards and recommendations

The objective is End-to-end security:

“A set of security policies, procedures, and technologies that provides a high degree of assurance that
data exchanged between a sender and a receiver is protected from unauthorized access and/or
modifications, while being transferred from one end to the other through intermediate nodes.”
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EE-ISAC Key Strengths

Sector specific information across the energy value chain
Engagement of a variety of sector Stakeholders

Access to a broad network of organizations

Proactive and trust-based sharing community

v

ENHANCE ORGANIZATIONAL RESILIENCE & PREPAREDNESS
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Have a look online! www.ee-isac.eu
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Home About EE-ISAC Members & Board Insights Contact
Bridging the gaps between disciplines

W Members ¥ join us?

The £uropean Energy - Information Sharing & Analysis Centre (EE- If you think your company adds up to our geographical
ISAC) brings together key industry players representing the following scope (European utilities), coverage of the smart energy supply chain
categories: or cyber security expertise, please contact us.

1. European utilities

2. Technology & Service providers

3. Academic institutes

4. Governmental & not-for-profit organizations.

Scroll down for more information about the individual members.

EE-ISAC


http://www.ee-isac.eu/

Let’s discuss further
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Johan Rambi
+31611879945 s
(o =
O=
o

CONTACT US

contact@ee-isac.eu

wWwWw.ee-isac.eu 5@
EE-ISAC



