
Information sharing in network of trust



EE-ISAC started from an EU project in 2013
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European Energy ISAC (EE-ISAC) is the outcome of the EU funded 
Distributed Energy Security Knowledge (DENSEK) project from DG 
HOME, which had the objective of improving the cyber resilience of 
the energy infrastructure (i.e. improving the cyber security of the 
Smart Grid Energy Grid). 

How: 

- Join forces at EU level;

- Involving entire energy supply chain;

- Improving know-how and awareness
of all stakeholders.

Three deliverables:

- European Energy Information Sharing 
and Analysis Center (EE-ISAC);

- Digital Information Sharing Platform;

- Situational Awareness Network model.



EE-ISAC launched in December 2015
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EE-ISAC Mission Statement

“to improve the resilience and security of the European energy 
infrastructure. We do so through trust-based information sharing and 

by enabling a joint effort for the analysis of threats, vulnerabilities, 
incidents, solutions and opportunities. EE-ISAC offers a community of 

communities to facilitate this proactive information sharing and 
analysis, allowing its members to take their own effective measures.”
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Community of communities



A CLOSED COMMUNITY WITH CIRCLES OF TRUST

Brought together to share information, views, knowledge 
and initiatives

✓ Cross-value chain
✓ Cross-functional levels
✓ Communities formed based on needs /peer groups
✓ Virtual as well as physical connection
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Community of communities
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EE-ISAC in 2019
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EE-ISAC Partners & Relations

International Information 
Sharing Communities

EU Institutions

International Research 
Organisations

EU Associations



• Vulnerabilities in OT 
systems and critical assets

• Threat/Risk analysis 
information

• Incidents 

• Lessons learned / best 
practices 

• Alerts and 
(patch)notifications

• Use of standards (ISO, IEC, 
NIST, NERC etc.)

• Research (H2020) topics

Physical Info 
Sharing Community

Digital Info Sharing 
Community

Topics of 
Information Sharing

• Information requests / 
push

• Webinars

• Whitepaper

• Plenary meetings

• Community meetings

• Theme based meetings

• Open house meetings
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Activities & Sharing Topics



Physical Digital Topics
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Three plenary EE-ISAC meetings per year

Confidentiality (TLP Protocol)

Transparency

Task Forces reporting

Led by the utilities



Introduction Community Activities Contact

Digital Information Sharing Platforms

Physical Digital Topics



Our sharing platform, powered by BroadVision, permits to share documents, 
posts and chat among members and external peers
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Vmoso

Physical Digital Topics
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Malware Information Sharing Platform
MISP is a de-facto standard:

• An efficient IoC and database about malware samples, incidents & attackers

• Automatic correlation finding relationships between attributes & indicators

Physical Digital Topics
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Physical Digital Topics

Global collaboration with Japan & US
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Physical Digital Topics

Global & Cross sector collaboration
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Physical Digital Topics

Global & Cross sector collaboration

INTER EU ISAC group
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Webinars

Physical Digital Topics

ENISA organizes webinars and collect surveys with the 
members to select the webinar topics. Past webinars
were planned according to the following list of 
preferences:

• Secure Substation – Siemens

• Asset inventory for ICS-SCADA - PAS ICS cybersecurity

• Securing the human element - how to prepare your 
organization against phishing attacks - CERT PSE

• Best build-up SOC for utilities – RambiCo

• Discovering and Defending Against Vulnerabilities in 
Building Automation Systems - Forescout
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White Papers

Physical Digital Topics
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White Papers

Physical Digital Topics



• WannaCry/NotPetya

• CrashOverride/Industroyer

• RSA/Infineon 

• Triton 

• Meltdown/Spectre

• Intel AMT
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Physical Digital Topics

Sharing Incident Topics
During past Plenaries, members shared reports and analysis on 
the following incidents:
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Physical Digital Topics

Analysis of Standards
EE-ISAC ran an in-depth analysis of IEC 62351 Standard

Security means defined:

▪ Authentication and authorization (RBAC)

▪ Secure IP- based and serial communication 

▪ Secure application level exchanges

▪ Security monitoring and event logging

▪ Test case definition

▪ Guidelines for applying specific security measures

by utilizing or profiling 

▪ existing standards and recommendations 

The objective is End-to-end security:

“A set of security policies, procedures, and technologies that provides a high degree of assurance that 
data exchanged between a sender and a receiver is protected from unauthorized access and/or 
modifications, while being transferred from one end to the other through intermediate nodes.”



• Sector specific information across the energy value chain

• Engagement of a variety of sector Stakeholders

• Access to a broad network of organizations

• Proactive and trust-based sharing community

ENHANCE ORGANIZATIONAL RESILIENCE & PREPAREDNESS
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EE-ISAC Key Strengths

Physical Digital Topics
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Have a look online! www.ee-isac.eu

http://www.ee-isac.eu/


Johan Rambi
+31611879945

contact@ee-isac.eu
www.ee-isac.eu

CONTACT US
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Let’s discuss further


