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ACER- Introduction — Historic timeline

of Energy Regulators

= 2019: Electricity Regulation mandates a network code on Cybersecurity
= 2019: Smart Grid Task Force Expert Group 2 report

= 2020: Commission’s stakeholder consultation

= 2020: ENTSO-E/ DSO associations informal interim report

= 28 Jan 2021: Invitation to ACER to draft framework guideline

= 30 Apr 2021: FG proposal on public consultation

= 27 May 2021: ACER webinar on the FG

= 29 June 2021: End of public consultation
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ACERS Content of the FG - Scope

of Energy Regulators

= Scope:
= Electricity undertakings (as defined in the Electricity Directive),
= ENTSO-E, EU-DSO, ACER, NRAs,
= Risk Preparedness NCAs, Electricity CS NCAs, CSIRTs, SOCs,
= RCCs, and
= Critical Service Suppliers.



ACEREH Content of the FG — Overview of requirements

of Energy Regulators

Small and Micro Enterprises Large Risk Electricity Entities High Risk Electricity Entities
<50 Employees & <10 Mill Eur Minimum Cybersecurity Requirements Advanced Cybersecurity Requirements

Basic cyber hygiene Yes Implicit Implicit
Identification of critical products Yes Yes
and processes

Integrated top-down bottom-up Yes Yes
risk assessment

Evaluation of critical assets and Yes Yes

risks

Common security framework
including verification of Yes Yes
implemented requirements

Establish SOC or engage with

MSSP Yes Yes
Security verification of essential

Yes
products
Participation in cyber exercises Yes
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Content of the FG - Cross border risk assessment
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ACER- Content of the FG - Classification of entities

of Energy Regulators

Essential Important

Apply Electricity Cybersecurity Risk-Index (ECRI) Caps to
classify high-risk and large-risk electricity entities

» ECRI score based on information asset inventory and risk
assessment

Transitional measures for the classification of entities
» Transitional list of high-risk and large-risk electricity entities

Small and Micro enterprises may be classified too Small and Micro

» Primary as high-risk electricity entities
A 4 A




ACER- Content of the FG - Common cybersecurity framework
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ACERH Content of the FG: Information sharing, incident and
e e e e crisis management
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ACER- Content of the FG - Participation in cyber exercises
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ACER- Content of the FG - Information protection scheme

of Energy Regulators

An information protection scheme shall be established for protection of
Information exchanged in the context of the Network Code, including:

= An information classification scheme
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ACERHE Content of the FG - Monitoring, benchmarking and
of Energy Reguitors repo rtin g

= Monitoring effectivity of security requirements
By ACER, ENTSO-E and EU-DSO

= Benchmarking with focus on cost-efficiency
By ACER supported by NRAs

= Reporting on security status and trends
By ENTSO-E, EU-DSO and stakeholders
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ACER Next steps — Time schedule
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« General timeline as set out in Article 59 of REGULATION (EU) 2019/943

( Drafting Committee J

4. EC requests from 6. ACER revises the

2. EC requests from
ACER to submit the e e proposed NC and submits it
G submit the network code ‘0 the EC
to ACER Delegated acts
process

Y
Within 6 months

Y
Not exceeding
12 months

Not exceeding
6 months

1. EC defines the : 5. ENTSO-E/EU-
3. ACER submits the DSO submits the

priorities for the
network codes FG to the EC NC to ACER

[ Consl]]tation ]

[ Consultation of no less than 2 months ]



https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A32019R0943

ACERE Summary
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= We need sector specific cybersecurity legislation to prevent cross border cybersecurity risk
= The FG will provide guidance to ENTSO-E and EU-DSO entity for the drafting process

= The FG proposes mainly
= Cybersecurity requirements for a wide scope of organisations
= Cross border electricity cybersecurity risk assessment
= A system for common cybersecurity requirements and its verification
= A system for information sharing, incident- and crisis management

= Advanced requirements in form of product verification and cyber exercises

= We are now evaluating responses after the public consultation and drafting a final deliverable
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@dyvind Arntzen Toftegaard
arntzoy@acer.europa.eu

Dr. Ing Manuel Sanchez-Jimeénez

ACER

European Union Agency for the Cooperation = info@acer.europa.eu y @eu_acer
of Energy Regulators {3 acer.europa.eu M} linkedin.com/in/EU-ACER/
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