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Policy Context

A European Green Deal
An economy that works for 

people 
A Europe fit for the digital 

age 

Protecting our European way 
of life

A stronger Europe in the 
world

A new push for European 
democracy

“A Union that strives for more”
President

Ursula von der Leyen



…to be continued.
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March 2020…
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2019

Cybersecurity in EU 
energy

Commission Recommendation  
(EU) 2019/553 on cybersecurity 

in the energy sector 

Electricity Regulation 

(EU) 2019/943

Risk Preparedness Regulation

(EU) 2019/941

2020 Cybersecurity new 
EU legislative proposals

Directive on the 
Resilience of Critical 
Entities (proposal)

NIS 2.0* (proposal)
New Cybersecurity 

Strategy

2021

Formal start 

EU Network Code

Start development 
Network Code for cyber 

security aspects of 
cross-border electricity 

flows

Adoption planned 2022

2021

Review of EU gas 
legislation

Public Consultation until June

https://ec.europa.eu/info/law/be
tter-regulation/have-your-

say/initiatives/12911-Revision-
of-EU-rules-on-Gas

Proposal planned in 
December 2021

2021

Critical energy 
infrastructure 

Thematic Network of Operators
of Critical Energy Infrastructure

Round of Technical
discussions with Member

States 

tbc. 

Horizontal and energy-specific measures to date

* NIS 2.0: new energy subsectors, 

including electricity production, 

nominated electricity market operators, 

electricity market participants providing 

aggregation, demand response or 

energy storage services; district heating 

and cooling; oil central stockholding 

entities, hydrogen

https://ec.europa.eu/info/law/better-regulation/have-your-say/initiatives/12911-Revision-of-EU-rules-on-Gas


• Electricity Regulation (EU) 2019/943, Article 59 (2)  empowers the 

Commission to adopt a delegated acts supplementing this Regulation in 

accordance with Article 68 concerning the establishment of network codes in 

respective areas. 

• For cybersecurity the Article 59 (2) (e) foresees sector-specific rules for cyber 

security aspects of cross-border electricity flows, on common minimum 

requirements, planning, monitoring, reporting and crisis management.

Network Code on cybersecurity



• Furthermore, Commission Implementing Decision (EU) 2020/1479 

establishes a priority list for the development of network codes and guidelines 

for electricity for the period from 2020 to 2023. 

• Article 1 of this Decision provides for the development of sector-specific rules 

for cybersecurity aspects of cross-border electricity flows. 

• Process in a nutshell:

Network Code on cybersecurity

Request of 
EC to 

ACER to 
submit a 

non-binding 
framework 
guideline

ACER 
prepare 

framework 
guideline

ENTSO-
E/EU-DSO 

body to 
draft  NC

ACER to 
revise the 
proposed 

NC

EC (IA, 
ISC, expert 

group, 
adoption…)
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More info on  

https://ec.europa.eu/energy/topics/energy-security_en
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https://ec.europa.eu/energy/topics/energy-security_en

