
Wartime
CYBERSECURITY IN A



24.02.2022

More than 20 000 IP-addresses were manually 
blocked and more than 

100 000 automatically for first 2 weeks.

23.02.2022

23:00

The community had noticed 
problems with availability
of resources of Ukrainian 

organizations – DDoS attacks 
had started

01:00

04:00

09:00

12:00

DDoS on Ukrenergo –
some of the services 
were violated. The 
amount of 
automatically 
blocked by WAF 
requests was about
1 720 000.

Started to block 
request on WAF and 
Firewalls manually by 
malicious IP-addresses 
and countries

The access to 
Ukrenergo

infrastructure was 
available only from 
Ukraine and ENTSOE 

members

All services were 
up, situation 

stabilized, 
everything worked as 

usual



Cyberattacks timeline: NPC Ukrenergo
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14 JAN 15 JAN 31 JAN 2 FEB 23 FEB 25 FEB 27 FEB 1 MAR 2 MAR

3 MAR 4 MAR 5 MAR 6 MAR 7 MAR 8 MAR 11 MAR 16 MAR 17 MAR 18 MAR 22 MAR

23 MAR 28 MAR 30 MAR 4 APR 5 APR 7 APR 12 APR 14 APR 18 APR 26 APR

6 MAY 7 MAY

28 APR

Deface
Wiper Wiper

Stealer
Data Leak Stealer Wiper

Deface
Wiper
Data Leak
Ransomware

DDoS
Wiper
Phisihng
Ransomware

26 FEB

Wiper
Phisihng
Ransomware

Wiper
DDoS
Ransomware Phisihng

DDoS
Deface
PL Phishing

DDoS

VIASAT hack
Phishing
SATCOM hack Stealer Backdoor Phishing Malware Backdoor Wiper

Backdoor Backdoor
Phishing
Stealer Malware

Telegram
Attack Malware INDUSTROYER Stealer Backdoor Stealer

DDoS
Backdoor

Stealer Stealer

DEV-0586
DEV-0665
Conti ransomware

BotNets:
Mirai,
Gafgyt,
IRCbot, 
Ripprbot,
Moobot

24 FEB

Primitive Bear
EmberBear
BerserkBear
FreeCivilian

APTs

VOODOO Bearaka 
Sandworm
Ghostwriter
LockBit

Vermint
APT28
TA416
XDSpy
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Targeted attacks
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FERUARY 2022         10 MARCH 2022            24 MARCH 2022            7 APRIL 2022.          21 APRIL 2022            5 MAY 2022              19 MAY 2022             2 JUNE 2022           16 JUNE 2022

Total 107.66M

Russian Fed. 57.17M

Ukraine 19.73M

USA 17.92M

Peru 11.63M

Belarus 1.26M

Events summary
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GPS jamming (22.03.2022)

Substation clock was 
changed into Moscow 
local time – attackers
changed positioning 
coordinates

After log-file research, vendor confirmed GPS jamming:
“So, indeed there is a chance to be related to jamming…”

The GPS were showing 
location in Russia  



2020 2021 2022

!Do not be afraid of APTs, they are 
people too and they make mistakes!

19 March                  19 May                      19 June                   19 September               19 November       19 January                  19 March                      19 May                         19 June                    19 September              19 November                19 January               19 March                      19 May     

ISP            The Federal Guard Service of the Russia
Federation

Usage Type     Military
Domain         gov.ru

Country            Russian Federation

City           Moscow, Moskva



Observation: Numbers

• Total amount of incident related events for 
first 2 month since Day 1 – > 300 000. 

For 2021 – 900 000 for the whole year. 
This year, before Feb 15th – 42 000.

• Total number of DDoS attacks from Day 1 
is more than 50.
For comparison: just 5 attacks were detected 
for last 3 years before the invasion

• Since Day 1, there are 13 incidents were 
escalated for sharing through Malware 
Information Sharing Platform & Threat 
Sharing “Ukranian Advantage”, total amount 
for this year so far – 19. The total number for 
last year – 31.

• The workload of cybersecurity personnel and 
work hours are doubled since Feb 24th.



Observation: Statistics
Spam attempts decreased

5 April                   5 May                    5 June                  5 July                 5 August             5 September            5 October        5 November       5 December          5 January            5 February           5 March        5 April                 5 May                    5 June                         

2021 2022



Observation: Statistics
The attempts to send a malware did not stop but amount is vary

19 March                             19 June                                  19 September                      19 December  19 March                                    19 June                           19 September                   19 December                         19 March                   

2020 2021 2022



How did we manage to resist?



Security operations center
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Achievements

Certified by German agency “DQS Holding GmbH” as compliant 
to ISO/IEC 27001:2013 «Information technology — Security 
techniques — Information security management systems —
Requirements»

VIP Customer and referent – Microfocus (CyberRes)

Best installation of Microfocus ArcSight solutions in 
Ukraine

Good performance on National Hackatons, trainings and 
competitions

Information sharing with national security agencies and 
expert cybersecurity teams

https://bit.ly/3O14zXj https://bit.ly/3xhnq9R



Lessons learned

• Infrastructure, people, tools and processes 
has proven it combat readiness

• There is still a lot to work on in terms of 
cybersecurity in our infrastructure

• Our cybersecurity development strategy has 
proven it’s efficiency so we have to stick 
to it. Future ICS Security and Data Diodes 
are very important components

• You got to be ready for any type of targeted 
attacks, of any power at any time

• Controlled isolation of your resources from 
outer world can be an option in such 
difficult conditions and should be 
considered during business process planning

• Distributed and redundant infrastructure is 
a key factor of stability

• Every other object in temporary occupied 
territory or in a war zone has to be 
considered as lost and zero trust policy has 
to be applied to it or complete isolation 
enforced – a new challenge that you should 
be ready for.



THANK YOU
FOR ATTENTION!


