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ACER Agenda for this slot

« Fundamentals — Why do we do this?

« What have European policymakers done
to date?

« What are we planning to do in the future?
« What not to do?
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ACE R More system complexity, more reliance

Agncyf the Cooperatiof
fEnegngult

on IT, more risks for the sector

Technological Increased System
Advancements Complexity
— Industry 4.0 - Demand Response

- Digitalisation - Competitive Pressure

—  “Smartification” - Multiple Market Actors
- 24/7 Connectivity
- Internet of Things (10T and 110T)

- Big Data, Smart Analytics

- Real-Time Operations
- Multi-Directional System
- System Balancing / Volatility

) - Decentralization / Renewables
— Process & Computing Power

. . . - Multiple Standards / Regulations
- Automation, Machine 2 Machine ) )
- More regulations covering the same

- Blockchain markets in a non-coherent way

- Artificial Intelligence - Non-coordinated markets Energy

- Quantum Computing Markets (Systems)

- E-Mobility - Smart Contracts

New interdependencies and opportunities, but vulnerabilities as IT
(Information Technology) and OT (Operational Technology)
continue to converge and interoperate
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AC ER Reality check on a cyber attack to
T the grid: Ukraine 2015
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(Source: SANS ICS - ICS.SANS.ORG)
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ACER The EU Blackout of 2006

Saturday, November 4, 2006

More
' . 0‘ 15.000.000 ﬁ(‘;‘;‘;gd 2 than ten
'.‘ Outage Nation
Duration E States
were
involved

Root cause after the analysis
 Non-fulfilment of the N-1 criterion
e Insufficient inter-TSO co-ordination

NOTE: This was not a Cyber incident/attack. It is just used as a
term of comparison.

(Source:

https://www.entsoe.eu/fileadmin/user_upload/_library/publications/ce/otherreports/Final-Report-
20070130.pdf)
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ACER

Ag ncy for the Cooperatio
\:-f Energy Regulators

« Energy companies (excluding
Nuclear Fuel Lifecycle) and
network operators are potentially
among the most attacked critical
infrastructures providers

« Attacks are becoming structured,

coordinated, sophisticated and
frequent
« The cost of ensuring IT and

cybersecurity is increasing; at the
same time there are difficulties to
assess costs for regulated entities

« The frequency of disrupting
network services and destroying
equipment is considered to be low
- but research forecast an increase
in frequency and magnitude of
attacks, and there are initial signals
that some equipment may start
breaking in future

Real threat of cyber-incidents

FY 2015 Incidents by Sector (295 total)

Communications, 13

Commercial Facilities, 3
Chemical, 4

Transportation
Systemns, 23

critical
Manufacturing,
Informiation
Technology, 6
Healthcare amnd
Public Health, 14

Government
Facilities, 158

Food and
Agriculture, 2

Fimancial, 2

Source: European Union Agency for Network Security, 2015;
ICS-CERT Annual Report 2015
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Agency for the Cooperation
of Energy Regulators

Table 1: Assessments by sectar, March/April 2017

focus (and also its

Table 1: Assessments by sector, May /June 2017,

)

Table 1: Asseszments by sector, July / August 2017

As cyber attacks and costs increase, CS is more in

Chemical Chemieal Chemical
Commercial Facilities Commercial Facilities Commercial Facilities 4 3 7
Communications Comauinleations [ icati
Critical Manufacturing 2 Critical Manufacturing
Dams 10 4 D P Dams 1 1
dustrial Base Do Industrial Base Defense Industrial Base
Emergency Services ey Servi 3
EIEY 1 Energy C ergy 1 9 D
Financial Services FinanciaT SErI e — Services
Sl Food and Agriculture
Food and Agriculture
Government Facilities P Facilities Government Facilities 3 ] 8
Healthcare and Public Health Healthcare and Public Health Healthcare and Public Health
— e ——
Nuclear Reactors, Materials, Nuclear Reactors, Materials, n::W:::heH ors, Materials,
and Waste and Waste
Transportation Systems

‘Water and Wastewater Systems

Monthly Totals

Table 1: Assessments by sector, November/ December 2017.

Chemical

15 Total

Assessments

Meonthly 1otars

Table 1: Assessments by sector, September/ October 2017.

Chemical
Commercial Facilities Commercial Facilities
Communications Communications
Critical Manufacturing Critical Manufacturing 3
Dams Dams
Defense Industrial Base Defense Industrial Base
\ mm
Energy 7 6 13 gy 11
. Services
Food and Agriculture Food and Agriculture
Government Facilities 3 3 Government Facilities
Healthcare and Public Health Healtheare and Public Health
Information Technology Information Technology
Nuclear Reactors, Materials, Nuclear Reactors, Materials,
and Waste and Waste
Transportation Systems 3 3 []
Water and Wastewater Systems

Monthly Totals

12

22 Total
Assessments

Monthly Totals

Source: US ICS-CERT

Monitor Newsletters
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CS Expenditure: is it enough?

IT Budget Range

What are the most significant drivers behind your spending on information security? 30%

Protection of sensitive data | 250

Regulatory compliance

20% -
Reducing incidents and breaches |

Protection of intellectual property [

Alignment with organizational and IT strategic planning [ 10% |
Protecting brand reputation L Tl
Reducing attack surface 0% | ) ) ) - )

g

~
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Percentage of IT Budget Spent Annually on Security
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Table 2. Overall Median Budget -
and Percentage Allocated to Security by Year ol
FY 2014 l FY 2014 FY 2016 (Projected) 10%
IT Budget $500K-51M | $500K-S1M | $500K-$1M o] l .
% Budget for Security 4%-6% 4%—60% 7%=0% 0%- . . : : . . N
E £ £ £ £ 2 £ i
e - ™~
I
= pl = ~ Z
=
Source: https://www.sans.org/reading- =) = e bl i
room/whitepapers/analyst/security-spending-trends-36697 Figure 3. IT Annual Budget Ranges and the Percentage Spent on Security
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ACER Other factors having an impact on CS

A ncy for th
fE rgy Regulato

for the Enerqgy Sector

v’ Political changes within the European Union (BREXIT and need to
review Treaties) do not help

v’ Third Package didn‘t include certain topics (the main focus of the
3rd Energy Package was on unbundling, Independent regulators,
ACER, Cross-border cooperation through ENTSO-E and ENTSOG, open
and fair retail markets)

v’ We move from ,,Single Energy Market“ against ,,Single Energy
Market with a strong Regional ldentity*“

v’ .Single Energy Market* vs ,,Single Digital Energy Market*

v’ Dependency of the EU Energy Sector on Third Countries —
Security of Supply

v Need to have inclusive policies to allow all actors to enter the
market and to have equal opportunities, as well as assure that
consumers are not penalized by a too open inclusive policy

v’ Need to change the Energy Mix (decarbonisation and Paris
Agreement are a priority)

v’ Cybersecurity is heavely considered; but scarcely understood as the
number of experts is very low

v’ ,,Clean energy for all Europeans* and the ,,Cybersecurity Act*
are the future but they do not come at zero cost
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AC ER The Energy CS Galaxy
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Different guidelines / standards, often not energy specific, and not converging
Sometimes unclear governance

No clear ownership and responsibility of the issue

New emerging standards and old known problems (use of NIST, ISO - ISO/IEC
27019:2017 Information technology - Security techniques - Information security
controls for the energy utility industry)

Cyber Security — EU developments




The foundation (the strategic level)

® JOINT COMMUNICATION TO THE EUROPEAN
PARLIAMENT, THE COUNCIL, THE EUROPEAN
ECONOMIC AND SOCIAL COMMITTEE AND THE
COMMITTEE OF THE REGIONS Cybersecurity
Strategy of the European Union: An Open, Safe
and Secure Cyberspace (7.2.2013)

® JOINT COMMUNICATION TO THE EUROPEAN
PARLIAMENT AND THE COUNCIL - Resilience,
Deterrence and  Defence: Building  strong
cybersecurity for the EU (13.9.2017)
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ACE R Directive on Security of Network and

A ncy for th
fE rgy Regulato

Information Systems (NIS

m New legislation to strengthen EU network and
Information security

m Important to create a secure EU Digital Single
Market

m Introduces new EU-wide baseline CS obligations for:

» Operators of essential services in energy, transport, banking, etc
» Digital service providers - search engines, online marketplaces, cloud-
computing

m Directive focuses on 3 pillars:

» Raising resilience through baseline CS standards
» Ensuring EU-wide minimum CS capabilities through audits and penalities
* NIS competent authorities on national and sector level

» Improving information-sharing and collaboration through reporting
obligations

e Cross-border between the EC and MS, MS and MS, with the help of ENISA
* Nationally between public and private stakeholders
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ACER The NIS Directive

Ag ncy for the Cooperatio
c-f Energy Regulators

National
Cyber
Security

- Strategies |

o o)
& Qe (w)

Transport

= m :“ Strategic

Cooperation Group

Cloud Computing Services
Digital Service Essential Service

 I'dl © - .
=kS a = Providers Providers
Incident Reporting

Digital Infrastructure

Energy
E Security Requirements
Online Marketplaces
2 ) jio§
@e Tactical/Operational .
Search Engines | CSIRT Network Banking

Source: European Union Agency for Network Security, 2016
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AC ER NIS Directive - CS Capability and
oy o Cooperation

Improved National Capabilities

m National strategy on the security of network and
Information systems

m National competent authorities for Cyber Security

m Computer Security Incident Response Teams
(CSIRTS)

Improved EU Cooperation
m Cooperation Group
m Network of the national CSIRTs
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A C E R : : :
NIS Directive - Timetable

Date Entry into Milestone
force +

Aug 2016 - Entry into force
Feb 2017 6 months Cooperation Group begins tasks
Aug 2017 12 months Security and notification requirements for DSPs
Feb 2018 18 months Cooperation Group establishes work programme
May 2018 21 months Transposition into national law

Nov 57 months Member States to_ |dent|f_y operators of

2018 essential services

33 months Commission report assessing the consistency of
May 2019 | i.e. 1 year after [Member States' identification of operators of
transposition |essential services

Commission review of Directive functioning, with
a focus on strategic and operational cooperation
and the scope in relation to operators of essential
services / digital service providers

57 months
May 2021 [i.e. 3 years after
transposition

Directive on Security of Network and Information Systems (NIS Directive)

Cyber Security — EU developments



Something to think about

« General Data Protection Regulation is seen “as a
component” of NIS — It is about Data Protection
(Entry into force was in May 2018)

« NIS was a Directive, not a Regulation, and it may
have generated some discrepancies

« They were both very general, so there iIs a
general need to adapt them to the specific field
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Ag ncy for

\:-f Energy Regulators

Gaps
Cybersecurity specific (from Energy Expert
Cyber Security Platform Expert Group )

Threat and risk management
system

»

r the Cooperation

Pursue a harmonized,
structured and comprehensive
way to identify operators of
essential services for the
energy sector at EU level*

£

Regional cooperation on cyber
security topics controlled and
secure disclosure of
vulnerabilities and incidents
affecting the energy sector in
Its crucial role*

European Commission proposal in the ,,Clean Energy

All Europeans® and Cyber Security — Additional Gaps

ENERGY EXPERT CYBER SECURITY FLATFORM

Cyber Security in the Energy Sector

Becommendations for the European Commission
on a
European Strategic Framework and Potential Future
Legislative Acts for the Energy Sector

EECSF Report
February 20017

The mission of the EECEP-Expert Croup is to provide guidan cs to the
Commiszion on policy and regulatory direction s at Europeamn lewl,
zd dressing the enargy ssctor key points includng infrastructural issuss,
sacurity of supply, smart grid = technologies and nudear.

Directive on Security of Network and Information Systems (NIS Directive)
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ACE R European Commission proposal in the ,,Clean Energy

Ag ncy for the Cooperatio
\:-f Energy Regulators

Gaps
Cybersecurity specific (from Energy Expert Cyber
Security Platform Expert Group )

» Effective cyber response framework

*

*

» Improve cyber resilience in the
enerqy sector

European cyber security maturity framework*

cPPP for supply chain integrity*
Foster internal coordination and pursue internationa

cooperation

» Build-up the adequate capacity and
competences

Building competences
Providing knowledge

All Europeans® and Cyber Security — Additional Gaps

ENERGY EXPERT CYBER SECURITY PLATFORM

Cyber Security in the Energy Sector

Recommendations for the European Commission
om a
European Strategic Framework and Potential Future
Legislative Acts for the Energy Sector

EECSF Report
February 2017

The mission of the EECEP-Expert Croup is to provide guidanes to the
Commission on policyand regulztoryd ire ction s 2t European lewl
addressing the energy sector key points induding infrastructural issues,
sacurity of sup ply, smart grid s technologies and nudear.
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AC E R The European Commission proposal in the ,,Clean
- et Energy For All Europeans“and Cyber Security

fE gngl

« EU DSO entity will be also responsible for ensuring data
management, cyber security and data protection and
participation in the elaboration of network codes;

« Network Codes on cyber security rules and rules concerning
regional operational centres;

« Guarantee of security of supply against the risk of an
electricity crisis also depending on malicious attacks having
regard to some scenarios:

e Simultaneous

« Cross Border

At Regional Level

At National Level

« All which goes beyond N-1 security criterion

Cyber Security — EU developments



ACE R The European Commission proposal in the ,,Clean Energy
B o o Coue For All Europeans“and Cyber Security - SUMMARY

fE rgy Regulato

New

» Cyber Security is mentioned several times, but with very little details
on the final strategy;

» Absolute priority is given to risk preparedness in the electricity sub-
sector;

» Key role for DSOs in cybersecurity;

Gaps (Analytic review of the Winter Package, NIS and GDPR)

» Gas, Oil, other sub-sectors related to Energy are not excplicitely
mentioned;

» Cybersecurity will move on two parallel tracks: technical standards
(sometimes high level), risk management and preparedness;

» No clear way on how the two elements may align in the future, and
no governance to assure that this will be achieved and kept
consistent;

» No clear statement on the suggested approach (prescriptive or
relaxed?)
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Cybersecurity Package — Key Actions

Introduced

m New permanent mandate for ENISA;

m European framework for certification;

m Full implementation of the Directive on the
Security of Network and Information Systems;

m A Joint Commission/industry initiative to define a
"duty of care" principle for reducing
product/software vulnerabilities and promoting
"security by design';

m Swift implementation of the blueprint for
cross-border major incident response.
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ACE R Further actions for European energy

A ncy for th
fE rgy Regulato

Reqgulators to consider (in a realistic wa

* Understand and analyze the impact of digitalisation and
technical advancements, and keep up to date with them:
you need to lead regulation on technology!

* Encourage, facilitate and support national, regional and/or
energy sector-specific quantitative risk assessments:

» Better understand vulnerabilities and the risk landscape;

» Propose methodologies for the consistent identification or
risks among all MSs.

e Support information-sharing initiatives and collaboration
between public and private stakeholders and institutions
at any level:

» Gradually build trust between actors;
» EE-ISAC is on the radar;
» Promote an open environment .
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ACE R Further actions for European energy

A ncy for th
fE rgy Regulato

Reqgulators to consider (in a realistic wa

* Encourage cross-border cooperation and joint initiatives to
share best-practice, knowledge and resources in a collective
effort, try some shared exercises, when possible;

* Actively engage and support national/regional initiatives:

» To drive CS-awareness and/or introduce baseline security and
safety standards;

» Take part to the introduction of a Maturity Framework;

» Take part to research projects or education activities to offer also
a Regulator perspective.

* Measure the effectiveness of the Cyber Expenditure and try
to aim to achieve prudent investments;

* Do not re-invent: when possible, re-use what you have! This
was the right spirit of the open source communities (and the
way the hackers make their attacks efficient).
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AC ER Conclusions

* The EU Legal Framework is rather complex, but we tried
to keep it comprehensive in an already too complex legal
architecture.

* NIS was just one Initial step, and it is alone a very ambitious
program, together with the other actions.

e Some more activities may follow, but we need to be
extremely careful with resources (human and financial).

* Evaluate if we are over-regulating all of us.

e Standards are important and a communication channel with
the standard communities is already In place;

* Time is the most critical factor: it will happen, it is just a
matter of “when” it will happen. Be ready to manage the
crises.

* Between Cybersecurity and innovation we must be optimists:
“The future's just a place we've never been”

(Sting)
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Security of Supply

Directive on Security W@@Wlt@m@@@%mpmeﬁmgektivm -
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Security, your
responsibility
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Suggestions’
www.acer.europa.eu
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- Agency for the Cooperation
of Energy Regulators

Thank you for your attention!

WW\W.acer.europa.eu
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