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About the presenter expert 

Szabolcs Hallai 
 
CISA (ISACA) – Certified Information Systems Auditor (from 2004) 
CISM (ISACA) – Certified Information Security Manager (from 2005) 
CITRM (IIR) – Certified IT Risk Manager (from 2007) 
C|CISO (EC-Council) – Certified Chief Information Security Officer (from 2012) 
C-DPO (TÜV) – Certified Data Protection Officer (from 2018) 
 
•  Chief Information Security Officer of Hungarian Energy Agency (Hungarian 

NRA) from 2014 
•  Member of CS WS (Cyber Security WorkStream) in CEER – Council of 

European Energy Regulators from 2014 
•  Member of RISIG group (Information Security) in ACER - Agency for the 

Cooperation of Energy Regulators from 2016 
•  Participated/participating  in more than 25 energy security related projects 

(TSO/DSO/Exchange/NRA/Cyber authorities/CERT/ISAC/ENISA) 
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4.    Standards and Good Practice    



Click to edit Master title style 

4 

Year 2018 in EU Cyber 
Security 
  
 

ENISA Threat Report 
 
„2018 was a year that has brought significant changes in the cyberthreat 
landscape. Those changes had as source discrete developments in 
motives and tactics of the most important threat agent groups, namely 
cyber-criminals and state-sponsored  actors.” 
 
 
 
 
 
 
 
 
 
Source: ENISA Threat Landscape Report 2018, 15 Top Cyberthreats and Trends, FINAL VERSION 1.0 ETL 2018, JANUARY 2019 
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Year 2018 in EU Cyber 
Security 
  
 

ENISA Threat Report 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Source: ENISA Threat Landscape Report 2018, 15 Top Cyberthreats and Trends, FINAL VERSION 1.0 ETL 2018, JANUARY 2019 
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Threat Landscape of EnC Member 
States Worldwide: 
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Threat Landscape of EnC Member 
States 

Highlights:  
 
•  Hybrid War / State sponsored attacks 
•  Standard attack patterns through APTs 
•  Malware/web based attack/web appliation attack/Phishing 
•  DDOS 

 
•  Structural Underdevelopment 
•  Legal Fallback 
•  Territorial Disputes 
•  Lack of Finance 
•  Limited Human Resources 

•  NATO/OSCE Strategic Partnership – Energy Security 
       Georgia, Ukraine, BiH, Serbia… 
        
    Factsheet: Energy Security, OSCE,  2 May 2017  https://www.osce.org/resources/factsheets/energy-security 
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The model and the 
compliance 
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The model and the 
compliance 
 

EU DIRECTIVE 2008/114/EC of 8 December 2008 (CIP) 

on the identification and designation of European critical infrastructures and the assessment of the 

need to improve their protection 

•  Identification of Critical Infrastructure Through Assesment 

•  Continuous Improvement of Protection 

https://ec.europa.eu/home-affairs/what-we-do/policies/crisis-and-terrorism/critical-infrastructure_en 

EU Directive 2016/1148 of 6 July 2016 (NIS) 
concerning measures for a high common level of security of network and information systems across the Union 

•  Identification of Operators of Essential Services 

•  Country CSIRT, CSIRT Network, ENISA, Incident reporting/information sharing, National Strategy… 

https://eur-lex.europa.eu/eli/dir/2016/1148/oj 
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Standards and Good Practice 

ENERGY EXPERT CYBER SECURITY PLATFORM  

•  Standardisation 

•  Full coverage of regulatory requirements 

•  Information sharing (CERT, CSIRT, ISAC) 

https://ec.europa.eu/energy/sites/ener/files/documents/eecsp_report_final.pdf  

 

EU Commission Recommendation on Cybersecurity in 

Energy 

Final Version 3.4.2019.! 
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Standards and Good Practice 

EU Commission Recommendation Features 

•  Real-time requirements (segregation, authentication, encryption, physical security…) 

•  Cascading effects (from grid to grid – from country to country) 

•  Legacy technology combined with network of IoT devices  

•  Description of some recommended standards (ISO/IEC 27001/27019, IEC62443, IEC62351, ISO/

IEC31000) 
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