NETWORK CODE ON
CYBERSECURITY

CYBERSECURITY COORDINATION GROUP - 6TH MEETING
FRANCESCO CHIARELLO & DAIGA DEGE
5TH JULY 2022

entso@

Reliable Sustainable Connected




I,':"\

ENTSO-E received an official mandate To ensure this task, a close ACER Framework Guideline Final
to draft the Network Code on collaboration with EU DSO Entity and version was published on 27t July
Cybersecurity (the EC letter on 23" other relevant stakeholders was 2021
July 2021) until 14t January 2022 established

Document available here: Network Code on Cybersecurity (NCCS) (entsoe.eu)

ENTSO-E and the EU DSO Entity
successfully submitted the NCCS to

ACER on [4t January 2022
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https://www.entsoe.eu/network_codes/nccs/

ENTSO-E/EU DSO ENTITY COLLABORATION

—_——

Transparency
|
FJ N
Z) S
Unity

Support

A4

entso@



ACTIVITIES

In 2022, ENTSO-E and EU DSO Entity started a preparatory process for activities related to the Network Code on Cyber Security to meet the legal deadlines

once the NC will enter into force.
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Regulatory framework and general aspects:

* 3rd country TSO collaboration

* ToR for the Cybersecurity Risk Working Group

Cross-border cyber risk management:

* The cybersecurity risk assessment methodologies
* The methodology to determine the high-impact and critical-impact perimeters
* Transitional list of Union-wide high-impact and critical-impact processes

* Transitional electricity cybersecurity impact index

Certification:

* Transitional list of European international standards and controls

Supply Chain Security:

* The harmonised cybersecurity procurement requirements

Sharing of Technical Information:

* The cybersecurity incidents classification scale methodology
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STAKEHOLDER
INVOLVMENT

“ENTSO-E and EU DSO Entity have launched a
preparation for the Network Code on Cybersecurity
(NCCS) implementation phase which is expected to

start after the entry into force of the NCCS. Any
Stakeholder who would like to engage on NCCS
topics, please contact
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