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EU legislation evolution
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Network Code on Cybersecurity - Smartgrids TaskForce

Smartgrids TaskForce

1. As the energy system becomes more integrated, having a common 

mandatory standard is the only way to assure a common minimum 

level of cybersecurity across all European grid participants.

2. The ISO/IEC 27001 provides such a common standard for an ISMS 

for aligned risk management.

3. Conformance to ISO/IEC 27001 has been generally accepted by the 

associations of the TSOs and DSOs, although it must be recognised that 

some organisations do not agree.

4. Other common standards are a valid alternative approach, if they 

provide a validated mapping with ISO/IEC 27001 domains/controls and 

are independently verified and audited in a harmonized way.
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Network Code on Cybersecurity - Smartgrids TaskForce

TSO’s & DSO’s raised questions concerning:

1. Should equivalent certifications be recognised since some TSOs have 

already invested in alternative certification schemes,

2. Will costs increase substantially if compliance to standards are 

demanded,

3. ISO/IEC 27001 only demonstrates that a control has been implemented, 

not its maturity.

4. Identification of suitable and adequate security controls which should 

ideally be based on internationally recognised standards like ISO/IEC 

27001 Annex A, ISO/IEC 27002 and ISO/IEC 27019, ISA/IEC 62443 

series, IEC 62351 series, IEC 60870, or alternatively popular US 

security standards like NERC and NIST may be considered which are 

already being used by some TSOs and DSOs.
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Network Code on Cybersecurity - ACER

Classification of entities subject to the network 

code by Electricity Cybersecurity Risk Index 

(ECRI)

Essential

electricity undertakings

Important

electricity undertakings
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Network Code on Cybersecurity - ACER

Common Electricity Cybersecurity Framework

the network code shall ask ENTSO-E and the EU-DSO 

Entity, assisted by ACER and ENISA, to provide an 

electricity principles/standards mapping matrix (EPSMM)

The network code may entrust ENISA, assisted by ACER 

and by the Joint Research Centre of the European 

Commission, with the development of a European 

Cybersecurity Electricity Maturity Model (ECEMM)

https://www.iberdrola.com/
http://www.iberdrola.com/


7iberdrola.com

Assurance Schemes

Product Assurance

Scheme

• ISO27001/2

• NIST CSF

Governance

• IEC62443 3-3

• NERC

• IEC 62351

Systems
• IEC62443 4-2

• Common Criteria
(ISO 15408)

• CSPN/LINCE…
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1. Utilities should selectively adopt provisions from 

various standards and frameworks where 

appropriate..

2. Regulators should avoid making these standards 

compulsory in their entirety and instead use them and 

other cybersecurity frameworks as useful tools when designing a 

cybersecurity programme for specific operational aspects. 

3. Utilities should follow reference architectures and 

product-specific implementation guidance, where 

relevant, when deploying or updating their systems. 

WEF contribution
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